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To deter eriminal robocall violations and improve enforcement of section
227(b) of the Communications Act of 1934, and for other purposes.

IN THE SENATE OF THE UNITED STATES

JANUARY 16, 2019

Mr. THUNE (for himself, Mr. MARKEY, Mr. MORAN, Mr. GARDNER, Mrs. CAP-
1mo, Ms. KLOBUCHAR, Mr. BLUMENTHOAL, Ms. DUCKWORTI, Mr.
HoEVEN, Mr. WHITEHOUSE, Mr. RuBro, Mr. DURBIN, Mrs. FISCIER,
Ms. SINEMA, Mrs. BLACKBURN, Ms. BALDWIN, Mr. CRAMER, Ms. WAR-
REN, Mr. TiLLis, Mr. KING, Mr. YOUNG, Mr. TESTER, Mr. WICKER, Mr.
Uparn, Ms. ROSEN, Mr. JOHNsoN, Mr. ScorT of Florida, Mr. GRASS-
LEY, Mr. CARPER, Mr. MENENDEZ, Mr. BROWN, Mr. DAINES, Ms. COR-
TEZ MasTO, Mr. VAN HOLLEN, Mr. BARRASSO, Mr. ROBERTS, Mr. COR-
NYN, Ms. HARRIS, Mr. PETERS, Ms. McSarLy, Mr. ReEED, Mr. Booz-
MAN, Ms. Smrta, Mr. CarDIN, Mr. RounDps, Mr. LANKFORD, Mrs.
Hype-Smrri, Mr. WYDEN, Mr. BLunT, Ms. CoLLINS, Mr. KENNEDY,
Mrs. SHAHEEN, Ms. HassaN, Mr. CorroN, Mr. BURR, Mr. Craro, Mr.
MaxcHIN, Ms. HiroNo, Mr. Casgy, Mr. BENNET, Mr. COONs, Mr.
PerDUE, Mr. HEINRICH, Mr. MERKLEY, Mr. SCHUMER, Ms. ERNST, Mr.
INttore, Mr. Murprtry, Mr. SANDERS, Mr. SuLLIVAN, Mr. Lipamy, Mr.
ToomMEY, Mr. ScorT of South Carolina, Mr. KAINE, Mr. BOOKER, Mr.
Riscr, Ms. STABENOW, Mrs. GILLIBRAND, Mr. WARNER, Mrs. FEIN-
STEIN, Mr. JONES, Mr. Exz1, Mr. HAWLEY, Mr. SHELBY, and Mr. ISAK-
SON) introduced the following bill; which was read twice and referred to
the Committee on Commerce, Science, and Transportation

May 21, 2019

Reported by Mr. WICKER, with an amendment
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[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

deter criminal robocall violations and improve enforce-
ment of section 227(b) of the Communications Act of

1934, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

“PRACED Aet™

shall be hable to the United States for & for-
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2 fetture penalty shall be determined or imposed
4 1 under subparagraph (&)  the
5 violation chareed oeenrred more than 1
6 Fent prtot o the dhtte of tsstitee of the ve-
8 ity and

10 wolatton ehareed ocetrred more than 3
11 years prior to the date of issuanee of the
12 reqred Rotee or nottee of apparent habi-
13 i

14 Y Rer oF coxns

16 ston tray not detertrhe of Hhpese a forfetture
17 peradty ot & person under both subparagraphs
18 A and (B) based on the same eonduet’s and
19 {23 by strikine subseetion h-

21 seettor shal not affeet aby aeton or proceedite ot
22 teneed before and pendine on the date of enaetment of
23 this Aet:

24 ey DBEAPERNE FOR Federal
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4  SEC. 3. CALL AUTHENTICATION.
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17 econneeted with the pubhe switehed telephone
18 network and that farnishes voiee communiea-
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20 North Amertean Numberine Plan or any ste-
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22 adopted by the Commission under seetion
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25 B mehdes—

*S 151 RS



O o0 N N BB W =

[\ TN NG T N T NG I NG R NS R N e T e e T e T e e T
b A W D= OO0 NN NN R, WD = O

6

1+ transmissions  frem a  telephone
viee to a telephone faesimile machine; and
eaires  internet protocol-compatible eus-
eathire; swhether of not the seeviee 18 ote-

toeok
tH By cENgR—Subjeet to paragraphs (2
Cotmsston shal retire a provider of votee serviee
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) has beown to implement the STHR/
not hiter than 18 months after the date of en-
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a report on the determnation regiired under
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tons

est to do sor ahd

teree; Setenee; and Transportation of the Sen-
ate and the Committee on Ionerey and Com-
meree of the House of Representatives a report
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a eall anthentieation framework reguired under this
constittte a substantial hardship for a provider or
eategory of providers:
serviee may block a votee eall based; 1 whele or
B} establishine a safe harbor for a pro-
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7 abthty of a provider based on the extent to whieh the
8 provider—

10 whole e+ 1 part; en the mformation provided
12 seettor b

13 B mmplemented procedures based;
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15 by the eall anthentieation framework under sub-
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18 &b Reek or € # this see-
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20 ston from mnitiating o ralemaking purstant to #s existne
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22 SEC. 4. PROTECTIONS FROM SPOOFED CALLS.

23 o Iy GENERAE—Not later than 1 year after the
24 date of enaetment of this Aet; and eonsistent with the eall
25 aunthentieation framework under seetion 3; the Federal
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Hon from the wrvanted ealls or text messages de-
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1 SEC. 5. INTERAGENCY WORKING GROUP.

7T B0 227 -

10 1 determine whether; and f so how; any ed-
12 tiees; or budeetary or jurisdietional constraints -
15 etes and programs that encourage and mmprove ee-
18 and prosecttion of steh violations;
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22 proseeation of such violations; and
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24 A the benefit and potentind sonrees of ad-
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SEC: 6: ACCESS TO NUMBER RESOURCES:

a7 By 6ERAE—
comtrenee o proceedine to determine whether Ted-
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registration and comphanee obligations; to help re-
or mdireetly; by or throueh any means or deviee whatse-
numbers; from o common earrier regulated under fite H
see); 1 violation of a reenlation presertbed under sub-
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1 SECTION 1. SHORT TITLE.

2

This

Act may be cited as the “Telephone Robocall

3 Abuse Crimanal Enforcement and Deterrence Act” or the

4

“TRACED Act”.

5 SEC. 2. FORFEITURE.

6

(a) IN GENERAL.—RSection 227 of the Communications

7 Act of 1934 (47 U.S.C. 227) 1s amended—

8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

(1) wn subsection (b), by adding at the end the

Jollowing:

*S 151 RS

“(4) CIVIL FORFEITURE.—

“(A) IN GENERAL.—Any person that is de-
termined by the Commission, in accordance with
paragraph (3) or (4) of section 503(b), to have
violated any provision of this subsection shall e
liable to the United States for a forfeiture pen-
alty pursuant to section 503(D)(1). The amount
of the forfeiture penalty determined under this
subparagraph shall be determined in accordance
with subparagraphs (A) through (F) of section
503(b)(2).

“(B) VIOLATION WITH INTENT.—Any per-
son that is determined by the Commission, in ac-
cordance with paragraph (3) or (4) of section
503(D), to have violated this subsection with the
wmtent to cause such violation shall be liable to

the United States for a forfeiture penalty. The
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amount of the forfeiture penalty determined
under this subparagraph shall be equal to an
amount determined in accordance with subpara-
graphs (A) through (F) of section 503(b)(2) plus
an additional penalty not to exceed $10,000.

“(C) RECOVERY.—Any forfeiture penalty
determined under subparagraph (A) or (B) shall
be recoverable under section 504(a).

“(D) PROCEDURE.—No forfeiture liability
shall be determined under subparagraph (A) or
(B) against any person unless such person re-
cewes the notice required by paragraph (3) or
(4) of section 503(D).

“(E) STATUTE OF LIMITATIONS.—No for-
feiture penalty shall be determined or 1mposed
against any person—

“(1) under subparagraph (A) if the vio-
lation charged occurred more than 1 year
prior to the date of 1ssuance of the required
notice or notice of apparent liability; and

“(11) under subparagraph (B) if the
violation charged occurred more than 3
years prior to the date of issuance of the re-

quired notice or notice of apparent liability.

*S 151 RS



O© o0 3 O WD B W N

[\© TN NG I N T NG N NG R NS B S e e T e e T e T e e T
[ B N O N N = = N R - BN B o) W ) B ~S O T NO I e

19
“(F) RULE OF CONSTRUCTION.—Notwith-
standing any law to the contrary, the Commis-
ston may not determine or impose a forfeiture
penalty on a person under both subparagraphs

(A) and (B) based on the same conduct.”; and

(2) by striking subsection (h) and inserting the
Jollowing:

“th) TOCPA ENFORCEMENT REPORT—The Commis-
ston shall submit an annual report to Congress regarding
the enforcement during the preceding year of laws, requla-
tions, and policies relating to robocalls and spoofed calls,
whach report shall include—

“(1) the number of complaints received by the
Commission during the year alleging that a consumer
recewved a robocall or spoofed call;

“(2) the number of citations issued by the Com-
maission pursuant to section 503 during the year to
enforce any law, regulation, or policy relating to a
robocall or spoofed call;

“(3) the number of notices of apparent liability
issued by the Commaission pursuant to section 503
during the year to enforce any law, regqulation, or
policy relating to a robocall or spoofed call; and

“(4) for each notice referred to in paragraph
(3)—

*S 151 RS
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20
“(A) the amount of the proposed forfeiture
penalty involved,;
“(B) the person to whom the notice was
1ssued; and

“(C) the status of the proceeding.”.

(b) APPLICABILITY.—The amendments made by this

section shall not affect any action or proceeding commenced

before and pending on the date of enactment of this Act.

(¢) DEADLINE FOR REGULATIONS.—The Federal Com-

munications Commassion shall prescribe regulations to 1m-

plement the amendments made by this section not later than

270 days after the date of enactment of this Act.

SEC. 3. CALL AUTHENTICATION.

(a) DEFINITIONS.—In this section:

(1) STIR/SHAKEN AUTHENTICATION FRAME-

WORK.—The term “STIR/SHAKEN authentication

Jfram
ited
mati

mati

*S 151 RS

ework” means the secure telephone identity revis-
and signature-based handling of asserted infor-
on using tokens standards proposed by the infor-
on and communications technology industry.
(2) VoICcE SERVICE.—The term “voice service”—
(A) means any service that s inter-
connected with the public switched telephone net-
work and that furnishes voice communications to

an end user using resources from the North
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American Numbering Plan or any successor to
the North American Numbering Plan adopted by
the Commission under section 251(e)(1) of the
Communications Act of 1934 (47 U.S.C.
251(e)(1)); and
(B) includes—
(1) transmissions from a telephone fac-
simale machine, computer, or other device to
a telephone facsimile machine; and
(i11) without Limitation, any service
that enables real-time, two-way voice com-
munications, including any service that re-
quires internet protocol-compatible customer
premises equipment (commonly known as
“CPE”) and permits out-bound calling,
whether or not the service 1s one-way or
two-way voice over internet protocol.
(b) AUTHENTICATION FRAMEWORK.—
(1) IN GENERAL.—Subject to paragraphs (2) and
(3), not later than 18 months after the date of enact-
ment of this Act, the Federal Communications Com-
misston shall require a provider of voice service to
implement the STIR/SHAKEN authentication frame-
work in the internet protocol networks of the voice

service provider.

*S 151 RS
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(2) IMPLEMENTATION.—The Federal Commu-

nications Commassion shall not take the action de-

seribed in paragraph (1) if the Commassion deter-

mines that a provider of voice service, not later than

12 months after the date of enactment of this Act—

(A) has adopted the STIR/SHAKEN au-
thentication framework for calls on the internet
protocol networks of the voice service provider;

(B) has agreed voluntarily to participate
with other providers of wvoice service in the
STIR/SHAKEN authentication framework;

(C) has begun to implement the STIR/
SHAKEN authentication framework; and

(D) will be capable of fully implementing
the STIR/SHAKEN authentication framework
not later than 18 months after the date of enact-
ment of this Act.

(3) IMPLEMENTATION REPORT.—Not later than

12 months after the date of enactment of this Act, the

Federal Communications Commassion shall submat to

the Committee on Commerce, Science, and Transpor-

tation of the Senate and the Commaittee on Energy

and

port

Commerce of the House of Representatives a re-

on the determination required under paragraph

(2), which shall include—

*S 151 RS
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(A4) an analysis of the extent to which pro-
viders of a wvoice service have implemented the
STIR/SHAKEN authentication framework, in-
cluding whether the availability of mnecessary
equipment and equipment upgrades has 1m-
pacted such implementation; and

(B) an assessment of the efficacy of the
STIR/SHAKEN authentication framework, as
being implemented under this section, in ad-
dressing all aspects of call authentication.

(4) REVIEW AND REVISION OR REPLACEMENT.—
Not later than 3 years after the date of enactment of
this Act, and every 3 years thereafter, the Federal
Communications Commission, after public notice and
an opportunity for comment, shall—

(A) assess the efficacy of the call authentica-
tion framework implemented under this section;

(B) based on the assessment under subpara-
graph (A), revise or replace the call authentica-
tion framework under this section if the Commis-
ston determines it 1s in the public interest to do
so; and

(C) submit to the Committee on Commerce,
Science, and Transportation of the Senate and

the Commattee on Energy and Commerce of the

*S 151 RS
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House of Representatives a report on the find-
mgs of the assessment under subparagraph (A)
and on any actions to revise or replace the call
authentication framework under subparagraph
(B).

(5) EXTENSION OF IMPLEMENTATION DEAD-
LINE—The Federal Communications Commission
may extend any deadline for the implementation of a
call authentication framework required under this
section by 12 months or such further amount of time
as the Commission determines necessary if the Com-
mission determines that purchasing or upgrading
equipment to support call authentication, or lack of
availability of such equipment, would constitute a
substantial hardship in meeting such deadline for a
provider or category of providers of voice service.

(¢) SAFE HARBOR AND OTHER REGULATIONS.—

(1) IN GENERAL—The Federal Communications
Commassion shall promulgate rules—

(A) establishing when a provider of wvoice
service may block a voice call based, in whole or

m part, on iformation provided by the call au-

thentication framework under subsection (D);

(B) establishing a safe harbor for a provider

of voice service from hiability for unintended or

*S 151 RS
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madvertent blocking of calls or for the unin-
tended or inadvertent misidentification of the
level of trust for individual calls based, in whole
or in part, on information provided by the call
authentication framework under subsection (b);
and

(C) establishing a process to permit a call-
mg party adversely affected by the information
provided by the call authentication framework
under subsection (b) to verify the authenticity of
the calling party’s calls.

(2) CONSIDERATIONS.—In establishing the safe

harbor under paragraph (1), the Federal Communica-

tions

of a

Commission shall consider limiting the liability

provider of voice service based on the extent to

which the provider of voice service—

*S 151 RS

(A) blocks or identifies calls based, in whole
or in part, on the information provided by the
call authentication framework wunder subsection
(b);

(B) tvmplemented procedures based, in whole
or wn part, on the information provided by the
call authentication framework under subsection
(b); and

(C) used reasonable care.
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(d) RULE OF CONSTRUCTION.—Nothing in this section
shall preclude the Federal Communications Commission
from initiating a rulemaking pursuant to its existing statu-
tory authority.

SEC. 4. PROTECTIONS FROM SPOOFED CALLS.

(a) IN GENERAL.—Not later than 1 year after the date
of enactment of this Act, and consistent with the call au-
thentication framework under section 3, the Federal Com-
munications Commission shall initiate a rulemaking to
help protect a subscriber from recewving unmwanted calls or
text messages from a caller using an unauthenticated num-
ber.

(b) CONSIDERATIONS.—In promulgating rules under
subsection (a), the Federal Communications Commission
shall consider—

(1) the Government Accountability Office report
on combating the fraudulent provision of misleading
or naccurate caller identification required by section
503(c) of division P of the Consolidated Appropria-
tions Act 2018 (Public Law 115-141);

(2) the best means of ensuring that a subscriber
or provider has the ability to block calls from a caller
using an unauthenticated Novth American Numbering

Plan number;

*S 151 RS
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(3) the impact on the privacy of a subscriber

Jrom unauthenticated calls;

(4) the effectiveness in verifying the accuracy of
caller identification information; and

(5) the availability and cost of providing protec-
tion from the unwanted calls or text messages de-

scribed in subsection (a).

SEC. 5. INTERAGENCY WORKING GROUP.

(a) IN GENERAL.—The Attorney General, in consulta-

tion with the Chavrman of the Federal Communications
Commassion, shall convene an interagency working group
to study Government prosecution of wviolations of section

227(b) of the Communications Act of 1934 (47 U.S.C.
227(b)).

(b) DUTIES.—In carrying out the study under sub-

section (a), the interagency working group shall—

(1) determine whether, and if so how, any Fed-
erval laws, including regulations, policies, and prac-
tices, or budgetary or jurisdictional constraints in-
hibit the prosecution of such violations;

(2) wdentify existing and potential Federal poli-
cies and programs that encourage and improve co-
ordination among Federal departments and agencies
and States, and between States, in the prevention and

prosecution of such violations;

*S 151 RS
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(3) wdentify existing and potential international
policies and programs that encourage and improve
coordination between countries in the prevention and
prosecution of such violations; and
(4) consider—

(A) the benefit and potential sources of ad-
ditional resources for the Federal prevention and
prosecution of criminal violations of that section;

(B) whether to establish memoranda of un-
derstanding regarding the prevention and pros-
ecution of such violations between—

(1) the States;

(11) the States and the Federal Govern-
ment; and

(111) the Federal Government and a

Joreign government;

(C) whether to establish a process to allow
States to request Federal subpoenas from the
Federal Communications Commission;

(D) whether extending civil enforcement au-
thority to the States would assist in the success-
Jul prevention and prosecution of such violations;

(E) whether increased forfeiture and 1m-

prisonment penalties are appropriate, such as

*S 151 RS
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1 extending imprisonment for such a violation to
2 a term longer than 2 years;

3 (F) whether regulation of any entity that
4 enters into a business arrangement with a com-
5 mon carrier requlated under title I1 of the Com-
6 munications Act of 1934 (47 U.S.C. 201 et seq.)
7 Jor the specific purpose of carrying, routing, or
8 transmitting a call that constitutes such a viola-
9 tion would assist in the successful prevention
10 and prosecution of such violations; and

11 (G) the extent to which, if any, Department
12 of Justice policies to pursue the prosecution of
13 violations causing economic harm, physical dan-
14 ger, or erosion of an inhabitant’s peace of mind
15 and sense of security inhibits the prevention or
16 prosecution of such violations.

17 (¢c) MEMBERS.—The interagency working group shall
18 be composed of such representatives of Federal departments

19 and agencies as the Attorney General considers appropriate,

20 such as—

21 (1) the Department of Commerce;

22 (2) the Department of State;

23 (3) the Department of Homeland Security;
24 (4) the Federal Communications Commission;
25 (5) the Federal Trade Commission; and

*S 151 RS
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(6) the Bureaw of Conswmer Financial Protec-
tion.

(d) NON-FEDERAL STAKEHOLDERS.—In carrying out
the study under subsection (a), the interagency working
group shall consult with such non-Federal stakeholders as
the Attorney General determines have the relevant expertise,
mecluding the National Association of Attorneys General.

(¢) REPORT TO CONGRESS.—Not later than 270 days
after the date of enactment of this Act, the interagency
working group shall submit to the Commattee on Commerce,
Science, and Transportation of the Senate and the Com-
mittee on Energy and Commerce of the House of Represent-
atwes a report on the findings of the study under subsection
(a), including—

(1) any recommendations regarding the preven-
tion and prosecution of such violations; and

(2) a description of what progress, if any, rel-
evant Federal departments and agencies have made in
vmplementing the recommendations under paragraph

(1).

SEC. 6. ACCESS TO NUMBER RESOURCES.

(a) IN GENERAL.—

(1) EXAMINATION OF FCC POLICIES.—Not later
than 180 days after the date of enactment of this Act,

the Federal Communications Commission shall com-

*S 151 RS
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mence a proceeding to determine whether Federal

Communications Commassion policies regarding ac-

cess to number resources, including number resources

Jor toll free and non-toll free telephone numbers, could

be modified, including by establishing registration

and compliance obligations, to help reduce access to
numbers by potential perpetrators of violations of sec-

tion 227(b) of the Communications Act of 1934 (47

URS.C. 227(b)).

(2) REGULATIONS.—If the Federal Communica-

tions Commission determines under paragraph (1)

that modifying the policies described in that para-

graph could help achieve the goal described in that
paragraph, the Commaission shall prescribe regula-
tions to implement those policy modifications.

(b) AUTHORITY.—Any person who knowingly, through
an employee, agent, officer, or otherwise, directly or indi-
rectly, by or through any means or device whatsoever, 1is
a party to obtaining number resources, including number

resources for toll free and non-toll free telephone numbers,

21 from a common carrier requlated under title I1 of the Com-

22
23
24
25

munications Act of 1934 (47 U.S.C. 201 et seq.), in viola-
tion of a requlation prescribed under subsection (a) of this
section, shall, notwithstanding section 503(b)(5) of the Com-
munications Act of 1934 (47 U.S.C. 503(b)(5)), be subject

*S 151 RS



32
1 to a forfeiture penalty under section 503 of that Act. A for-
2 feiture penalty under this subsection shall be in addition

3 to any other penalty provided for by law.
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