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To amend the Children’s Online Privacy Protection Act of 1998 to strengthen
protections relating to the online collection, use, and disclosure of per-
sonal information of children and teens, and for other purposes.

IN THE SENATE OF THE UNITED STATES

May 3, 2023
Mr. MARKEY (for himself and Mr. CASSIDY) introduced the following bill;
which was read twice and referred to the Committee on Commerce,
Science, and Transportation
DECEMBER 13, 2023
Reported by Ms. CANTWELL, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To amend the Children’s Online Privacy Protection Act of
1998 to strengthen protections relating to the online
collection, use, and disclosure of personal information

of children and teens, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS:

() SHor® Trrep—This Aet may be eited as the
) TaBEE oF Coneraps—The table of contents for

ated teerss
Nees - Iade Informmtion Practices Prneples:
See: o7 Piettad Marketine Bill of Riehts for Feens:
Nees 6 Taroeted mavketing to ehildren or feens:

See: 9 Study of mobile and online apphieation oversicht:
SEC. 2. DEFINITIONS.
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PERSONAL INFORMATION OF CHILDREN AND

TEENS:

ta) DEFEREPIONS—Seetion 1302 of the Children’s
Online Privaey Proteetion Aet of 1998 (5 LLSC. 6501

1s amended—
1 by amending paragraph {2} to read as fol-

2 OrERATOR—The term “operator—
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nterstate or foreten commeree operates or

provides a svebstte on the tternet; an on-

appheation; or a conneeted deviee; and
direetly or throueh a serviee provider;
personal information frem or about
the nsers of that webstte; servtee; ap-
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whieh ease; the operator s deemed to
have collected the mformation); or
webstte; serviee; appheation; or eon-
) by amendine sabparagraph (9 to read
eolleeted from a ehild or teen for any purpese;
vided to a person other than an eperator who—
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B)
“ehildren™; and
tton; or conneeted deviee™

Ry seotoention ink Hon:

tretent or teehnoloetenl processine of an mdt-
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formation: ot
with or attributed to a chid or teens
of—

S etk o
bile appheation; or conneected devtee; or
“H information concernine a ehild or teen
foves:
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7
e & request for authorization for fature eolleetion;
or; i the ease of a teen; the teen—
and

teeted devhees teats o deviee tht 15 enpable of eon-
neetine to the internet; diveetly or mdireetls or to
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B} meludes a serviee or appheation of-

fered ¥ia a conneeted deviee:
teel meats a mass-tarket retatt servtee by wire
of a communteations serviee; bat exeludime dial-
viding a funetionally equivalent serviee to a
“H4H a serviee or apphieation offered

via & eonnected deviee:
ehildren or teens’ mean; with respeet to a
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bte appheatton; or conneeted devtee; or o por-
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ot ehld-ortented activittes for ehildren; or
neeted devtees

“Gv) the muste or other atdio eontent
Fees
appheation; or cotnected devtees
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“HH teen eelebrites: or

e onfine Hention: mobite Hesrtion:
or eonneeted deviee; or
e to—
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heation: b Hention: or con-
B REpss oF e

deemed to be direeted to ehildren or teens
D direeted to ehildren or teens

“H used or reasenably likely to
be wsed by chtldren or teens:

bie appheation; or conneeted deviee
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or econneeted deviee shall net be
deemed to be directed to ehidren or
deviee—
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For pturposes of this title; a webstte;
shall not be deemed directed to ehil-
dren or teens solely beeanse the
tion; mobte applieation; or connected
deviee refers or hnks to any other
tion; mobie applieation; or conneeted
etadine—
“Aaa) a directory:
“eed o referetees
ey & potrter; or

44(}6} MoBHE ArpHeArTroN——The fepm Sme-

on the eperating system of—
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“) & eeHular telephone;
“H) & tablet eomputer; or
i) a similar L e de.

vice that transmits data over a wireless
cotrecttot atd
“B) inelndes & serviee or appheation of-

fered vt o cotteeted deviees

etent to identify a street name and name of a ety

oF towt:

fort to mmarket a produet or serviee that s -

reeted to a speetfte mdividual or devee—
of—

“hbh) a eroup of mdividuals
meome level; race; or ethnteity to
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keted:
devtees or
b as a result of use by the mdt-
vidual; or use by a eroup of mdivduals
of more thah o sthele—
) webstte;
=5 eottected deviee: or
) advertisthe or marketine to an -
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solely for measturtie or reportine adver-
Histhe or eontent performanee; reach; or
et

children or teens Hiteraet with a webstte; onhne
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17
be o ehtd or teen for the prrposes of this HHe—

E€EOSURE OF PERSONALE INFORMATION OF

) by amendine paragraph (3 to read as
ator of a website; ontine serviee; online appheation;
hkely to be used by ehildren or teens 1 a manner
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to eolleet personal mformation from a ehild or teen

th by steikine “eperator of any
“Hromr o ehHds and Hiserte “oper-
ator of a webstte; online serviee; on-
ke appheation; mobile appheation; or
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or teens i & manner that mvelves the
tor:
after “ehildren™
operators” and mserting 5 the
thsertine =5 and the proeedures
or teens exeept i accordanee

atre
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eolons
) require the operator to provide; apen
the request of a teen under this subparagraph
operttors wpoR proper identifiention of thet
teen—
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teen by the operator;
atd
tenated—
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) by strikine “of sueh & website
or onhine serviee; and
(it} by addine at the end the fol-

)

essatry—;
B J )
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“eollected from a ehid™
HH by msertine “or teen or to

and msertine “parent or teen’s and
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frrd by bserting o teen”

as appheable;” after “parent”
as appheable” after “parent’s

bby by inserting Sor .
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FH ke G by fserting
after “ehild and
6} by amending paragraph (39 to read as
setviee provided to a ehtd or teen on the basis of
graph (B} er {6} of paragraph (1) respectivelys to

s amended—
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Herr
et of F90 Hs Fs 656573 15 eretrded—
20 5 1 subseetion h—
21 ) parageaph (b by striking =5 i the
22 ease of and ol that follows threweh “the
23 Bourd of Directors of the Federad Peposit In-
25 Fovehrer =hy the approprinte Federad bonkine
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ageney; with respeet to any thsured depository
tion 3 of that Aet (2 TS 181331 and
(2} by addine at the end the followine new sub-

trols™=
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1 SEC. 4. FAIR INFORMATION PRACTICES PRINCIPLES.

6 tion shoutd be colleeted from & ehild or teen only
9

Hetdar transaetion o serviee or the relatonship
10 of the ehild or teen with the operator; melading
11 coHeetton necessary to folftl a transaetion or
12 provide a serviee reguested by the ehtld or teen:
13 or
14 B) reeuired or speetfieally aunthorized by
15 Faves
17 mformation of a e¢hild or teen should be acenrate;
18 complete; and kept up-to-date to the extent nee-
20 eraphs (A threteh (D) of paragraph 3
21 3 PHRPOSE SPREHICATION PREVCHPHE—The
22 prrposes for which personal information i3 eollected
23 and used should be speeified to the parent of a ehild
24 or to & teen not later than at the time of the eollee-
25 tott of the tformation: The stubsequent use or dis-

26 elosure of the mformation should be hmited to—
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reerested by the teen or parent of the ehild;
teens; or o devtee of a ¢htld or teen H the sup-
the mterest of the ehild or teen;
teen o parent of the ehild: and
for loneer than i3 neecessary to il a trans-
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action or provide a serviee requested by the

ehild or teen or steh other purposes speetfied

subparagraphs (9 threngh D) of paragraph

&)

tivity of personal information desertbed i sub-
personal mformation of & child or teen showld be
stres

£ GENERAE PREVCHPHE—The operator

showld be transparent about developments:

praetiees; and polietes with respeet to the per-

sott drforiation of a child or teens

operator showld provide to each parent of a
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or conneeted deviee of the operator with a elear
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ator; by at a mintmam; diselosine; elearly
ator and—
the prineipad residence {but not a per-
an ematl address or online eontaet
operator; oF
an ematl address or online eontaet
operator;
chtld or teen; the nature of any sueh mfor-
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or from & persen speetfied by the operator;
within & reasonable time after makine =
pettests ot o eharee (F o Hiat 15 pot ex-
cesstve; Hoa reaseotable manher; and o a
oF teets
5 to determine i the ehild or teen
mformation i a challenee under elanse
erased; eorrected; completed; or otherwise
amendeds and
ehild or teen-
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ttonr reguested by a law enforcement ageney

( F ' I)qalxrila{} AT PARTFEPATION PREVEHRHE
4 P J. — J .

£ ebtath consent frot a parent of a ¢hild
or from a teen before nsthe or diselosine the
i subparagraph (A) of paragraph (35 and
from a parent of a child or from a teen before
that constitute a material chanege i practee

Fhe personal mformation of a child or teen shall not
be used to direet content to the ehid or teen; or &

24 Hon,; elndine comphanee with the Fair Information Prin-
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2 or the Children’s Onhne Privaer Proteetton et (5

4 SEC. 5. DIGITAL MARKETING BILL OF RIGHTS FOR TEENS.

5
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operator of a webstte; online serviee; online ap-
pheation; mobtle appheation; or connected de-
H—

& teen; or

appheation; mobte appheation; or eon-
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seetton 4=

v
Y

SEG: 6: TARGETED MARKETING TO CHILDREN AND TEENS:

‘a' P,E()llll}lrlw}1]9 !(VVIW{? SrSTlrlﬁll R‘}ﬂkﬂi)lﬂ(jrlw Llle ‘ IIII 19}%‘11?{_

AND Frvs—H shall be undawtd for an oeperator of &
partes; or ecompte personad formation of a user for pur-
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35

volve coleetton of personal mformation from =a

ehild or teen; or

reeted to children or teens:
SEC. 7. REMOVAL OF CONTENT.
ator to make; or enable & ehild or teen to make; pubhely
avatable throueh a website; online serviee; online apphea-
Hot; mobile appheation; or connected deviee content or -
&)

of the operator fands th the ease of a user that
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formation of children or teens; and
1 provide notice to users and par-
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FrietHtH ot

erase or otherwise ehminate the eontent or -
eonstraed to hmit the aunthority of a law enforeement
ator as anthorized by hov or prarstant to an order of a
SEC. 8. RULE FOR TREATMENT OF USERS OF WEBSITES,
SERVICES; AND APPLICATIONS DIRECTED TO

CHIEDREN OR TEENS:
For the ptrposes of this Aet; an operator of a
Hot; or contected deviee that s directed to ehtdren or

*S 1418 RS



O o0 N N B W =

[\ N \© R \O I O R N e e e e e e T e e Y
(USSR =N R <N e ) ) B O N S =

38
prrsuant to & reenlation promuleated under s Aet; and
pheation; mobtle appheation; or conneeted deviee s
SEC. 9. STUDY OF MOBILE AND ONLINE APPLICATION
OVERSIGHT:
stot & report on the processes of platforms that effer mo-
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the Commission a diviston to be known as the Youth Pri-

Division shalt be headed by & Direetor:
vision established under sabseetion (n) shall be responsible

pott that tehrdes—
1 a deseription of the work of the Youth Pri-
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refating to youth privacy and marketing practices;
arrel
(20 an assesstient of how effectively the Com-

seq

Aet or a reetdation presertbed under this Aet shal
be treated as a violation of a rule definine an unfair
wtolatite Hhis et o a reerdation presertbed
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41
H5 = 456 a ervtl penadty recovered for
a violation of this Aet or a reewlation presertbed

21
22
23
24
25
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33 Hrder part & of subtitle YH of #itle 49;

hrAd——

the attorney egeneral of a State has reasen to
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43
State has been or is threatened or adversely af-
feeted by the eneancement of ahy person H a
practice that violates this Aet or a reenlation
patriae; may brine a eivil action on behalf of
the restdents of the State ih a distriet eourt of

to—

and
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44
that aetion-
eral of a State under this paragraph
torney general of & State shall provide
notiee and & eopy of the complaint to

¢ I?}rlqﬂi%;qw)g_rlwlea?v
T N~
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{4 to file a petition for appeak
£ ConsrrEcrtoN—-or prrposes of britete

erad of a State from exereisthe the powers eonferred
to—
5} admiister oaths or afftrmations: ot
denees
of the Commission for violation of this Aet or a ree-
durime the pendeney of that action; mstitute & sepa-
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conrt of the United States that meets appheable
1391 of tithe 28 United States Code:

standine seetion 4 SH2) or 6 of the Federat
meanher provided  paragraph {a); with respeet to
of 1994 (47 18- 151 et seq) and Aets smend-
extent that seetion 222 338(1- or 631 of the Com-
nrmientions Aet of 1934 (47 TS0 222 338():
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seettont 9 6; F or 8 of this Aets

paraetaph (2}

entity that sabmits a safe harbor reqrest to the
ander an appheable seetion by followine & set of
tives of the marketine or onlme ndustres; or
porbunity for comment; are approved by the
Cotrisston upon takine a determination that
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48
date on which a safe harbor reeguest s filed
stbparaeraph 3 or a fatlure by the Coms-
)

for sel-regulation by eovered operators to im-
vistons for enstrtie that a eovered operator wil
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be deemed to6 be 1 complianee with the require-
of emdehnes that wil ensure that a eov-
ble seetion; and
to be submitted to the Commission by a
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50
chaded 1 a report or documentation desertbed

and each eommittee of the House of Represent-

Ltd

terests of children and teens: and
would Hnprove the effeetiveness of the safe
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51
days after the date on which & repert under

Geterad ) shall conduet a study on the privaey of teens

*S 1418 RS



[E—

O o0 9 AN U B~ W

10
11
12
13
14
15
16
17
18
19
20
21
22

52
stthiit to Coneress a report containine the results of the
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TrrLE—This Act may be cited as the
“Chaldren and Teens’ Online Privacy Protection Act”.

(b) TABLE OF CONTENTS.—The table of contents for
this Act is as follows:

Sec. 1. Short title; table of contents.

Sec. 2. Online collection, use, disclosure, and deletion of personal information of
children and teens.

Sec. 3. Study and reports of mobile and online application oversight and enforce-
ment.

Sec. 4. GAO study.

SEC. 2. ONLINE COLLECTION, USE, DISCLOSURE, AND DE-
LETION OF PERSONAL INFORMATION OF
CHILDREN AND TEENS.

(a) DEFINITIONS.—Section 1302 of the Children’s On-
line Privacy Protection Act of 1998 (15 U.S.C. 6501) 1s
amended—

(1) by amending paragraph (2) to read as fol-
lows:
“(2) OPERATOR.—The term ‘operator’'—
“(A) means any person—
“(1) who, for commercial purposes, in
wnterstate or foreign commerce operates or

provides a website on the internet, an online

*S 1418 RS
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service, an online application, or a mobile

application; and

“(11) who—

“(I) collects or maintains, either
dvrectly or through a service provider,
personal information from or about the
users of that website, service, or appli-
cation;

“(II) allows another person to col-
lect personal information directly from
users of that website, service, or appli-
cation (in which case, the operator is
deemed to have collected the informa-
tion); or

“(I11) allows users of that website,
service, or application to publicly dis-
close personal information (in which
case, the operator is deemed to have

collected the information); and

“(B) does not include any nonprofit entity

that would otherwise be exempt from coverage

under section 5 of the Federal Trade Commission

Act (15 U.S.C. 45).7;

(2) in paragraph (4)—
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54

(4) by amending subparagraph (4) to read
as follows:

“(A) the release of personal information col-
lected from a child or teen by an operator for
any purpose, except where the personal informa-
tion 1s provided to a person other than an oper-
ator who—

“(1) provides support for the internal
operations of the website, online service, on-
line application, or mobile application of
the operator, excluding any actiity relating
to indwidual-specific advertising to chil-
dren or teens; and

“(1n) does not disclose or use that per-
sonal information for any other purpose;
and”; and
(B) in subparagraph (B)—

(1) by inserting “or teen” after “child”
each place the term appears; and

(11) by striking “website or online serv-
wee” and inserting “website, online service,
online application, or mobile application”;

(3) by striking paragraph (8) and inserting the
Jollowing:

“(8) PERSONAL INFORMATION.—

S 1418 RS
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“(A) IN GENERAL.—The term ‘personal in-

SJormation” means individually identifiable infor-

mation about an individual collected online, in-
cluding—

“(1) a first and last name;

“(11) a home or other physical address
meluding street name and name of a city or
town;

“(r) an e-mail address;

“(iw) a telephone number;

“(v) a Social Security number;

“(vr) any other adentifier that the
Commassion determines permaits the phys-
weal or online contacting of a specific indi-
vidual;

“(vir) geolocation information;

“(vitr) information generated from the
measurement or technological processing of
an indwidual’s  biological,  physical, or
physiological characteristics that is used to
wdentify an indwvidual, including—

“(1) fingerprints;
“(II) voice prints;
“(II1) aris or retina 1magery

SCans;
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“(IV) facial templates;
“(V) deoxyribonucleic acid (DNA)
mformation; or
“(VI) gait;
“(ix) information Linked or reasonably
linkable to a child or teen; or
“(x) wmformation linked or reasonably
linkable to a child or teen or the parents of
that child or teen (including any unique

wdentifier) that an operator collects online

Sfrom the child or teen and combines with an

wdentifier described in this subparagraph.

“(B) ExXCLUSION.—The term ‘personal in-

SJormation’ shall not include an audio file that

contains a child’s or teen’s voice so long as the

operator—

*S 1418 RS

“(1) does mot request information via
voice that would otherwise be considered
personal information under thas paragraph;

“(11) provides clear notice of its collec-
tion and use of the audio file and its dele-
tron policy i its privacy policy;

“(111) only uses the wvoice within the
audio file solely as a replacement for writ-

ten words, to perform a task, or engage with
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a website, online service, online application,

or mobile application, such as to perform a

search or fulfill a verbal instruction or re-

quest; and

“tiw) only maintains the audio file
long enough to complete the stated purpose
and then immediately deletes the audio file
and does not make any other use of the
audio file prior to deletion.”;

(4) by amending paragraph (9) to read as fol-
lows:

“(9) VERIFIABLE CONSENT.—The term ‘verifiable
consent’ means any reasonable effort (taking into con-
sideration available technology), including a request
Jor authorization for future collection, use, and disclo-
sure described in the notice, to ensure that, in the case
of a child, a parent of the child, or, in the case of a
teen, the teen—

“(A) receives specific notice of the personal
mformation collection, use, and disclosure prac-
tices of the operator; and

“(B) before the personal information of the
child or teen 1s collected, freely and unambig-

uously authorizes—
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“(1) the collection, use, and disclosure,
as applicable, of that personal information;
and

“(1n) any subsequent use of that per-
sonal information.”;

(5) in paragraph (10)—

(A4) in the paragraph header, by striking
“WEBSITE OR ONLINE SERVICE DIRECTED TO
CHILDREN” and inserting “WEBSITE, ONLINE
SERVICE, ONLINE APPLICATION, OR MOBILE AP-
PLICATION DIRECTED TO CHILDREN”;

(B) by striking “website or online service”
each place it appears and inserting “website, on-
line service, online application, or mobile appli-
cation”; and

(C) by adding at the end the following new
subparagraph:

“(C) RULE OF CONSTRUCTION.—In consid-
ering whether a website, online service, online
application, or mobile application s directed to
children, the Commission shall, using competent
and reliable empirical evidence, apply a totality
of circumstances test to consider the intended au-
dience of the website, online service, online appli-

cation, or mobile application, as a whole.”; and

*S 1418 RS



O© o0 3 O WDn A W N

| \O 2N \© R O R \O I O B N e T e e e e e e e e
A W D= O O 0NN N N R, WND = O

29

(6) by adding at the end the following:

“(13) CONNECTED DEVICE.—The term ‘connected
device’ means a device that is capable of connecting
to the internet, directly or indirectly, or to another
connected device.

“(14) ONLINE APPLICATION.—The term ‘online
application’—

“(A) means an internet-connected software
program; and

“(B) includes a service or application of-
fered via a connected device.

“(15) MOBILE APPLICATION.—The term ‘mobile
application’—

“(A) means a software program that runs
on the operating system of—
“(1) a cellular telephone;
“(1n) a tablet computer; or
“(111) a similar portable computing de-
vice that transmaits data over a wireless con-
nection; and
“(B) includes a service or application of-
Jered via a connected device.

“(16) GEOLOCATION INFORMATION.—The term

‘geolocation information’ means information suffi-
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cient to wdentify a street name and name of a city or
town.
“(17) TEEN.—The term ‘teen’ means an indi-
vidual over the age of 12 and under the age of 17.
“(18) INDIVIDUAL-SPECIFIC ADVERTISING TO
CHILDREN OR TEENS.—

“(A) IN GENERAL—The term ‘“individual-
specific advertising to children or teens’ means
advertising or any other effort to market a prod-
uct or service that is dirvected to a specific child
or teen or a device that is linked or reasonably
linkable to a child or teen—

“(1) based on—
“(1) the personal information of—
“(aa) the chald or teen; or
“(bb) a group of children or
teens who are similar in sex, age,
mcome level, race, or ethnicity to
the specific child or teen to whom
the product or service s marketed,;
“(II) psychological profiling of «a
child or teen or group of children or
teens; or
“(II1) a unique identifier of the

device; or
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“(11) as a result of use by the child or
teen, access by any device of the child or
teen, or use by a group of children or teens
who are similar to the specific child or teen,
of more than a single—

“(I) website;

“(II) online service;

“(I11) online application;
“(IV) mobile application; or
“(V) connected device.

“(B) ExXCLUSIONS.—The term ‘“individual-
specific advertising to children or teens’ shall not
melude—

“(1) advertising or marketing to an in-
dwidual or the device of an individual in
response to the individual’s specific request
Jor anformation or feedback, such as a
child’s or teen’s current search query;

“(11) contextual advertising, such as
when an advertisement 1s displayed based
on the content of the website, online service,
online application, mobile application, or
connected device in which the advertisement
appears and does not vary based on per-

sonal information related to the viewer; or
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“(111) processing personal information
solely for measuring or reporting adver-
tising or content performance, reach, or fre-
quency, including independent measure-
ment.

“(C) RULE OF CONSTRUCTION.—Nothing in
subparagraph (A) shall be construed to prohibit
an operator with actual knowledge or knowledge
Jairly implied on the basis of objective cir-
cumstances that an indwidual 1s under the age
of 17 from delivering advertising or marketing
that s age-appropriate and intended for a child
or teen audience, so long as the operator does not
use any personal information other than whether
the user is under the age of 17.”.

(b) ONLINE COLLECTION, USE, DISCLOSURE, AND DE-
LETION OF PERSONAL INFORMATION OF CHILDREN AND
TEENS.—Section 1303 of the Children’s Online Privacy
Protection Act of 1998 (15 U.S.C. 6502) is amended—

(1) by striking the heading and inserting the fol-
lowing: “ONLINE COLLECTION, USE, DISCLO-
SURE, AND DELETION OF PERSONAL INFORMA-
TION OF CHILDREN AND TEENS.”’;

(2) in subsection (a)—
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(4) by amending paragraph (1) to read as
Jollows:

“(1) IN GENERAL.—It 1is unlawful for an oper-
ator of a website, online service, online application,
or mobile application directed to children or for any
operator of a website, online service, online applica-
tion, or mobile application with actual knowledge or
knowledge fairly vmplied on the basis of objective cir-
cumstances—

“(A4) to collect personal information from a
child or teen in a manner that violates the regu-
lations prescribed under subsection (b);

“(B) to collect, use, disclose to third parties,
or compile personal information of a child or
teen for purposes of indiwvidual-specific adver-
tising to children or teens (or to allow another
person to collect, use, disclose, or compile such
mformation for such purpose);

“(C) to collect the personal information of a
child or teen except when the collection of the
personal information is—

“(1) consistent with the context of a
particular or service or the relationship of
the child or teen with the operator, includ-

g collection necessary to fulfill a trans-
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action or provide a product or service re-
quested by the child or teen; or
“(11) required or specifically authorized

by Federal or State law; or

“(D) to store or transfer the personal infor-
mation of a child or teen outside of the United
States unless the operator discloses to the child or
teen involved that their personal information is
being stored or transferred outside of the United
States; or

“(E) to retain the personal information of
a child or teen for longer than 1s reasonably nec-
essary to fulfill a transaction or provide a serv-
wce requested by the child or teen except as re-
quired or specifically authorized by Federal or

”and

>

State law.
(B) in paragraph (2)—

(1) by striking “Notwithstanding para-
graph (1)” and inserting “Notwithstanding
paragraph (1)(A)”;

(11) by striking “of such a website or
online service”; and

(111) by striking “subsection
(b)(1)(B)(111) to the parent of a child” and
mserting  “subsection (b)(1)(B)(i11) to the
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parent of a child or under subsection

(0)(1)(C)(1ui) to a teen”;

(3) in subsection (b)—

*S 1418 RS

(A) wn paragraph (1)—

(1) in subparagraph (A)—

(I) by striking “operator of any
website” and all that follows through
“from a child” and inserting “operator
of a website, online service, online ap-
plication, or mobile application di-
rected to children or that has actual
knowledge or knowledge fairly implied
on the basis of objective circumstances
that it is collecting personal informa-
tion from children or teens’;

(I1) in clause (1)—

(aa) by striking “notice on
the website” and inserting “‘clear
and conspicuous notice”;

(bb) by inserting “or teens”
after “children’;

(cc) by striking “, and the
operator’s” and inserting *, the

operator’s”; and
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(dd) by striking “; and” and
mserting , the rights and oppor-
tunities available to the parent of
the child or teen under subpara-
graphs (B) and (C), and the pro-
cedures or mechanisms the oper-
ator uses to ensure that personal
mformation s not collected from
children or teens except in accord-
ance with the requlations promul-
gated under this paragraph;”;
(I11) wn clause (11)—

(aa) by striking “parental”;

(bb) by inserting “or teens”
after “children’;

(cc) by striking the semicolon
at the end and inserting *; and’;
and
(IV) by wnserting after clause (1)

the following new clause:

“(111) to obtain verifiable consent from
a parent of a child or a teen before using
or disclosing personal information of the
child or teen for any purpose that is a ma-

terial change from the original purposes
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and disclosure practices specified to the par-
ent of the child or the teen under clause
(1);7
(i1) i subparagraph (B)—
(I) in the matter preceding clause
(1), by striking “website or online serv-
wee” and inserting “operator’;
(II) in clause (1), by inserting
“and the method by which the operator
obtained the personal information, and
the purposes for which the operator col-
lects, wuses, discloses, and retains the
personal information™ before the semi-
colon;
(I11) wn clause (11)—
(aa) by inserting “to delete
personal  information  collected
Sfrom the child or content or infor-
mation submitted by the child to
a website, online service, online
application, or mobile application
and” after “the opportunity at
any time”; and
(bb) by striking ; and” and

mserting a semicolon;
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(IV) by redesignating clause (i11)
as clause (w) and inserting after
clause (11) the following new clause:
“(111) the opportunity to challenge the
accuracy of the personal information and, if
the parent of the child establishes the inac-
curacy of the personal information, to have
the wnaccurate personal information cor-
rected;”; and
(V) in clause (1), as so redesig-
nated, by inserting , if such informa-
tion 1s available to the operator at the
time the parent makes the request™ be-
Jore the semicolon;
(11r) by redesignating subparagraphs

(C) and (D) as subparagraphs (D) and (E),

respectively;

(iv) by inserting after subparagraph

(B) the following new subparagraph:

“(C) require the operator to provide, upon
the request of a teen under this subparagraph
who has provided personal information to the
operator, upon proper identification of that

teen—

*S 1418 RS
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“(1) a description of the specific types
of personal information collected from the
teen by the operator, the method by which
the operator obtained the personal informa-
tion, and the purposes for which the oper-
ator collects, uses, discloses, and retains the
personal information;

“(i1) the opportunity at any time to
delete personal information collected from
the teen or content or information submaitted
by the teen to a website, online service, on-
line application, or mobile application and
to refuse further use or collection of personal
mformation from the teen;

“(111) the opportunity to challenge the
accuracy of the personal information and, if
the parent of the child establishes the inac-
curacy of the personal information, to have
the wnaccurate personal information cor-
rected; and

“tiv) a means that s reasonable under
the circumstances for the teen to obtain any
personal information collected from the teen,

if such information is available to the oper-
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ator at the tvme the teen makes the re-
quest;”’; and

(v) by amending subparagraph (E), as
so redesignated, to read as follows:

“(E) require the operator to establish, i1m-

plement, and maintain reasonable security prac-

tices to protect the confidentiality, integrity, and

accessibility of personal information of children

or teens collected by the operator, and to protect

such personal iformation against unauthorized

access.”’;

*S 1418 RS

(B) in paragraph (2)—

(i) in the matter preceding subpara-
graph (A), by striking “verifiable parental
consent” and inserting “verifiable consent”;

(11) i subparagraph (A)—

(I) by inserting “or teen” after

“collected from a child”;

(Il) by inserting “or teen” after

“request from the child”; and

(I11) by inserting “or teen or to
contact another child or teen” after “to
recontact the child’;

(111) in subparagraph (B)—
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(I) by striking “parent or child”
and inserting “parent or teen”; and

(Il) by striking “parental con-
sent” each place the term appears and
wserting “verifiable consent’;
(1) i subparagraph (C)—

(I) in the matter preceding clause
(1), by inserting “or teen” after “child”
each place the term appears;

(I1) in clause (1)—
(aa) by inserting “or teen”™
after “child” each place the term
appears; and
(bb) by inserting “or teen, as
applicable,” after “parent” each
place the term appears; and
(II1) n clause (i1), by inserting
“or teen” after “child” each place the
term appears; and
(v) in subparagraph (D)—

(I) in the matter preceding clause
(1), by wserting “or teen” after “child”
each place the term appears;

(II) wn clause (i1), by inserting

“or teen” after “child”; and
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(III) in the flush text following

clause (111)—

(aa) by inserting “or teen, as
applicable,” after “parent” each
place the term appears; and

(bb) by inserting “or teen”
after “child”; and

(C) by adding after paragraph (3) the fol-
lowing:

“(4) CONTINUATION OF SERVICE.—The requla-
tions shall prohibit an operator from discontinuwing
service provided to a child or teen on the basis of a
request by the parent of the child or by the teen,
under the regulations prescribed under subparagraph
(B) or (C) of paragraph (1), respectively, to delete
personal information collected from the child or teen,
to the extent that the operator is capable of providing

such service without such information.

“(5) RULE OF CONSTRUCTION.—A request made
pursuant to subparagraph (B) or (C) of paragraph
(1) to delete personal information of a child or teen
shall not be construed—

“(A) to limit the authority of a law enforce-

ment agency to obtain any content or informa-

tion from an operator pursuant to a lawfully ex-
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ecuted warrant or an order of a court of com-

petent jurisdiction;

“(B) to require an operator or third party

delete information that—

“(1) any other provision of Federal or
State law requires the operator or third
party to maintain; or

“(1n) was submatted to the website, on-
line service, online application, or mobile
application of the operator by any person
other than the user who 1is attempting to
erase or otherwise eliminate the content or
mformation, wncluding content or informa-
tion submatted by the user that was repub-
lished or resubmitted by another person; or
“(C) prohibit an operator from—

“(1) retarning a record of the deletion
request and the minimum information nec-
essary for the purposes of ensuring compli-
ance with a request made pursuant to sub-
paragraph (B) or (C); or

“(11) ensuring that the child or teen’s

mformation remains deleted.”; and

(4) wn subsection (c), by striking “a regulation

prescribed under subsection (a)” and inserting “sub-
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paragraph (B), (C), (D), or (KE) of subsection (a)(1),
or a of a requlation prescribed under subparagraph
(A) of such subsection,”.

(¢c) SAFE HARBORS.—RSection 1304 of the Children’s

Online Privacy Protection Act of 1998 (15 U.S.C. 6503)

1s amended—

(1) wn subsection (b)(1), by inserting “and teens”
after “children”; and

(2) by adding at the end the following:

“(d) PUBLICATION.

“(1) IN GENERAL—The Commission shall pub-
lish on the internet website of the Commission any re-
port or documentation required by regulation to be
submitted to the Commassion to carry out this section.

“(2) RESTRICTIONS ON PUBLICATION.—The re-

strictions described 1n subsection (f) of section 6 of the
Federal Trade Commassion Act (15 U.S.C. 46(f)) ap-
plicable to the publication of information obtained by
the Commassion through investigations conducted
under such section shall apply in same manner to the
publication under this subsection of information ob-
tained by the Commassion from a report or docu-

mentation described in paragraph (1).”.
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(d) ADMINISTRATION AND APPLICABILITY OF ACT.—

Section 1306 of the Children’s Online Privacy Protection

3 Act of 1998 (15 U.S.C. 6505) 1is amended—

4
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(1) in subsection (b)—

(A) in paragraph (1), by striking “, in the
case of” and all that follows through “the Board
of Directors of the Federal Deposit Insurance
Corporation;” and inserting the following: “by
the appropriate Federal banking agency, with re-
spect to any insured depository institution (as
those terms are defined in section 3 of that Act
(12 U.S.C. 1813));”; and

(B) by striking paragraph (2) and redesig-
nating paragraphs (3) through (6) as para-
graphs (2) through (5), respectively; and
(2) by adding at the end the following new sub-

sections:

“(f) DETERMINATION OF WHETHER AN OPERATOR
HAS KNOWLEDGE FAIRLY IMPLIED ON THE BASIS OF OB-
JECTIVE CIRCUMSTANCES.—

“(1) RULE OF CONSTRUCTION.—For purposes of
enforcing this Act or a regulation promulgated under
this Act, in making a determination as to whether an
operator has knowledge fairly vmplied on the basis of

objective circumstances that a user 1s a child or teen,
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the Commassion shall rely on competent and reliable
empirical evidence, taking into account the totality of
the circumstances, including consideration of whether
the operator, using available technology, exercised rea-
sonable care.

“(2) PROTECTIONS FOR PRIVACY.—Nothing in
the Commission’s determination under paragraph (1)

shall be construed to require an operator to—
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“(A) affirmatively collect any personal in-
Jormation with respect to the age of a child or
teen that an operator is not alrveady collecting in
the normal course of business; or

“(B) implement an age gating or age
verification functionality.

“(3) COMMISSION GUIDANCE.—

“(A) IN GENERAL—Within 180 days of en-
actment, the Commassion shall issue guidance to
provide information, including best practices
and examples for operators to understand the
Commission’s determination of whether an oper-
ator has knowledge fairly implied on the basis of
objective circumstances.

“(B) LimitATioN.—No guidance issued by
the Commission with respect to this Act shall

confer any rights on any person, State, or local-
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tty, nor shall operate to bind the Commission or
any person to the approach recommended in
such guwidance. In any enforcement action
brought pursuant to this Act, the Commission
shall allege a specific violation of a provision of
this Act. The Commission may not base an en-
Jorcement action on, or execute a consent order
based on, practices that are alleged to be incon-
sistent with any such guidance, unless the prac-
tices allegedly violate this Act.

“(g) ADDITIONAL REQUIREMENT.—Any regulations
wssued under this Act shall include a description and anal-
ysis of the impact of proposed and final Rules on small
entities per the Regulatory Flexibility Act of 1980 (5 U.S.C.
601 et seq.).”.

SEC. 3. STUDY AND REPORTS OF MOBILE AND ONLINE AP-
PLICATION OVERSIGHT AND ENFORCEMENT.

(a) OVERSIGHT REPORT.—Not later than 3 years after
the date of enactment of this Act, the Federal Trade Com-
mission  shall submit to the Commaittee on Commerce,
Science, and Transportation of the Senate and the Com-
mittee on Energy and Commerce of the House of Represent-
atives a report on the processes of platforms that offer mo-
bile and online applications for ensuring that, of those ap-

plications that are websites, online services, online applica-
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twons, or mobile applications directed to children, the appli-
cations operate in accordance with—

(1) this Act, the amendments made by this Act,
and rules promulgated under this Act; and

(2) rules promulgated by the Commission under
section 5 of the Federal Trade Commission Act (15
US.C. 45) relating to unfair or deceptive acts or
practices n marketing.

(b) ENFORCEMENT REPORT.—Not later than 1 year
after the date of enactment of this Act, and each year there-
after, the Federal Trade Commassion shall submat to the
Commattee on Commerce, Science, and Transportation of
the Senate and the Commattee on Energy and Commerce
of the House of Representatives a report that addresses, at
a MANVIMUIM—

(1) the number of actions brought by the Com-
mission during the reporting year to enforce the Chil-
dren’s Online Privacy Protection Act of 1998 (15
US.C. 6501) (referred to in this subsection as the
“Act”) and the outcome of each such action;

(2) the total number of investigations or inquir-
1es into potential violations of the Act; during the re-

porting year;
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(3) the total number of open investigations or in-
quiries into potential violations of the Act as of the
time the report 1s submaitted;

(4) the number and nature of complaints re-
cewed by the Commassion relating to an allegation of
a violation of the Act during the reporting year; and

(5) policy or legislative recommendations to
strengthen online protections for children and teens.

SEC. 4. GAO STUDY.

(a) STuDY.—The Comptroller General of the United
States (in this section referred to as the “Comptroller Gen-
eral”) shall conduct a study on the privacy of teens who
use financial technology products. Such study shall—

(1) identify the type of financial technology
products that teens are using;

(2) identify the potential risks to teens’ privacy
Jrom using such financial technology products; and

(3) determine whether existing laws are suffi-
cient to address such risks to teens” privacy.

(b) REPORT.—Not later than 1 year after the date of
enactment of this section, the Comptroller General shall sub-
mit to Congress a report containing the results of the study
conducted under subsection (a), together with recommenda-
tions for such legislation and administrative action as the

Comptroller General determines appropriate.
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